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Intros

Flavius Plesu
Founder and CEO, OutThink 

Formerly
- CISO of Bank of Ireland

- CISO of IHS Markit
- Head of Infosec at University of West London
- Police SWAT in major EU capital city
  
CISSP, MSc Cyber, CISM, CRISC, CISA, PCI DSS ISA, ISO27001 LA&LI, SABSA SCF & SCP, CIPP/E 
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The Human Element - #1 Cause of Security Breaches

90.7%

9.3%
https://ico.org.uk/action-weve-taken/data-security-
incident-trends/

! Incorrect recipient

! Data sent by email unencrypted

! Failure to redact data

! Loss/theft of unencrypted device 

! Data in insecure location (e.g. cloud)

! Verbal disclosure

! Data disposal

! Phishing attack (11%)

! Malware / ransomware

Human Behaviour Technology Breach

2,899 data breaches in the UK, Q4 2023

https://ico.org.uk/action-weve-taken/data-security-incident-trends/
https://ico.org.uk/action-weve-taken/data-security-incident-trends/
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Not Moving the Needle

64%68%

Employees Admitted 

to Bypassing Security 

Controls

Of Breaches Involve the 

Human Element  

(Insider Threat is Separate)

Knowingly

95%

?

5%

95%

Knowing Their Behaviors 

Increase Risk to the Organization
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Cybercriminals Are Now Using GenAI

Top Observed Malicious LLMs
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98% of cyber-attacks involve 

engaging content (incl. Deepfakes)

GenAI accelerates the creation of 

personalised, engaging content for 

phishing and other social 

engineering attacks

phishing emails each day

98%

3.4B

New Weapon: Engaging Content

@Copyright CSO, Grant Gross | 14 June, 2024
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Training Completion ≠ Engagement

Completion

E
n
g
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Apathetic

Compliance and 

shock therapy

Ideal

People have a good 

understanding of the risk and 

their responsibilities 

Busy

Engaged while learning but 

no time to complete

Dangerous

Clicking through all content 

with no traction
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Completion Score % 

Knowledge Score  %

Compliance Check-Box

Just Training Completion



O
u
tT
h
in
k

Human risk management platform (SaaS) outthink.io    |   10

Engage, Listen & Understand Users

Start understanding the individual – 

their unique Human Risk Portrait (HRP), 

through: 

 - Human risk insights 

 - Human risk exposure

 - Psychographic segment
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Human Risk Insights -> Engagement Actions

Can’t Do It
The users in this quadrant 

intend to behave securely but 

report it will cause a loss in 

productivity.

Won’t Do It
These users constantly 

circumvent security in order to 

get their jobs done. And 

they’re fine with it. 

Will Do It
The users understand the 

value and will behave 

securely.

Might Do It
These users are able to 

behave securely but 

currently are unmotivated.

Operational Compatibility

In
te

n
t 

to
 C

o
m

p
ly

47.125.8

14.212.9

Low perceived OC means security policy 

impacts productivity

H

HL

61.3%38.7%

Frictionless Security

HighLow
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Human Risk Portraits (HRP)

RT
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Human Risk Portraits (HRP)

RT
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HRP -> Engage Users With Adaptive Training

Low knowledge/low engagement path

High knowledge/high engagement path
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L1. REACTIVE L2. ADAPTIVE

Maturity Level 1:

Legacy SAT and Phishing L1
Maturity Level 2:

Adaptive SAT (ASAT)
Maturity Level 3:

Human Risk Management

Compliance-driven
• Phish Click / Report Rates

• Knowledge & Completion Rates

Learner-focused
• Engagement

• Attitudes
• Some Behaviors

Human Risk Quantification
• User / Dept / Org Risk Score

• Psychographic Segmentation
• All Relevant Behaviors

L2 L3

L3. PROACTIVE

\

Maturity Levels – It’s a Journey

Predictive HRM
• On Auto-pilot

• Adaptive Security 
• High Accuracy
• Human Lateral Movement 

L4. PREDICTIVE

Maturity Level 4:

Predictive HRM L4
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Maturity Level 1:

Legacy SAT and Phishing L1
Maturity Level 2:

Adaptive SAT (ASAT)
Maturity Level 3:

Human Risk Management

Compliance-driven
• Phish Click / Report Rates

• Knowledge & Completion Rates

Learner-focused
• Engagement

• Attitudes
• Some Behaviors

Human Risk Quantification
• User / Dept / Org Risk Score

• Psychographic Segmentation
• All Relevant Behaviors

L2 L3

L3. PROACTIVE

\

Maturity Levels – It’s a Journey

Predictive HRM
• On Auto-pilot

• Adaptive Security 
• High Accuracy
• Human Lateral Movement 

L4. PREDICTIVE

Maturity Level 4:

Predictive HRM L4

70% Here 
Today
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Security
Culture

Security
Friction

Organisation

Group

Individual

“I’m keen to work on the project with OutThink and other 
security practitioners to design a solution that works for 
both the business and the employee.”
 

  - Head of Security Awareness, Vodafone Group

Organisational
Structure

Leadership

Environment

Communication

5 CISOs 
7 Professors / PhDs

8 Investors / VCs
50-Person Team

+100m  Data Points
+4m      Learners

+80       Countries
6,117  Campaigns 

10 Years, CHRM, Different Approach

Intention

Confidence / Ability
Security

Behaviours

Awareness

Individual

Engagement

Risk
Perception
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OutThink gave us more in            6 
months than we were able 
to achieve with our previous 
solution in 3 years.“

Benoit Harman 
Group CISO

VINCI 
(280,000 employees)

“



Thank You! 
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Maturity Journey

Understand Human Risk

Manage Human Risk …………..k

Measure Human Risk…

• Adaptive SAT via Teams, Slack, Email
• Changes to processes, tools, environment
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Maturity Journey

Understand Human Risk

Manage Human Risk …………..k

Measure Human Risk…

Who People Are

• Adaptive SAT via Teams, Slack, Email
• Changes to processes, tools, environment
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Maturity Journey

Understand Human Risk

Manage Human Risk …………..k

Measure Human Risk…

What People Think (Attitudes)

Who People Are

• Adaptive SAT via Teams, Slack, Email
• Changes to processes, tools, environment
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Maturity Journey

Understand Human Risk

Manage Human Risk …………..k

Measure Human Risk…

What People Think (Attitudes)

Who People Are

How People Behave 

• Adaptive SAT via Teams, Slack, Email
• Changes to processes, tools, environment
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Maturity Journey

Understand Human Risk

Manage Human Risk …………..k

Measure Human Risk…

What People Think (Attitudes)

Who People Are

How People Behave 

• Adaptive SAT via Teams, Slack, Email
• Changes to processes, tools, environment
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Adaptive Security Awareness Training Nudges AI-Powered Phishing

Objective 
Data

Self-Customization Dynamic  Allocation Learner Contributions / Human Sensors 

Security IntegrationsHuman Risk Intelligence
Attitudes

B
e

h
a

v
io

rs

FUP Targeted
Training

Human Risk Management Platform


