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    5.5 Room for Feedback

This might feel like scope creep, but in practice security teams that have gone 

“adaptive” expand that “adaptive” thinking beyond just teaching. With every training 

touchpoint comes an opportunity to collect unstructured comments from users. In an 

organization of thousands, this is the only scalable way for security teams to detect 

points of friction or other security challenges in their environment. When taken at 

scale, natural language processing (NLP) has been used surprisingly well to summarize 

the freeform information provided by thousands of users into a quickly relatable 

coherent picture. 

“
“

Comments from thousands of 

learners in the context of adaptive 

training can be summarized by

 to get a quick mapping 

where controls cause friction with 

business processes.

 

NLP tools

 Security teams that have deployed their awareness program with a feedback 

component have uncovered remote locations with poor physical security, business 

processes that could benefit from a point solution to remove security friction, 

departments with laggards still writing passwords on sticky notes or poor adherence 

to the organization’s clear desk policy.

12OutThink Adaptive Security Awareness Training Playbook
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Humans are obviously not all alike. Even when specific behaviors are observed, like 

clicking on phishing links or credential sharing, that misses what each individual might 

be thinking or experiencing.  Below the waterline. All users need to be viewed and 

treated as unique  individuals. At scale, as a starting point, that means they should be 

viewed through the lens of human risk segments. Some effective segmentation 

dimensions have proven to be:

6. Human Risk Segmentation

�� Level of knowledge – have they demonstrated a high level or low level of 

knowledge, have they shown understanding of specific secure behaviors. Have 

they ever been trained on the organization’s security policies or are they 

completely new to the system�

�� Level of access – privileged access, do they have access to highly confidential 

information or handle sensitive data, such as PI�

�� Role in the organization – are they in a role requiring specialized knowledge, e.g., 

system administration, domain controllers, engineering, finance, HR or vendor 

management. What are the unique tasks they carry out on a daily basis and the 

associated risks�

�� Workplace exposure – are they in an office with good physical security, or are they 

always working from shared spaces like cafes, their home or co-working offices. 

Do they travel frequently, having to work from public places such as airports. Do 

they have a VPN and is it fast, easy to set up, configure and use�

�� Psychographic segment – the Behavioral Segmentation Grid (BSG), developed by 

Dr. Angela Sasse and her team at University College London proposes a definitive 

list of 16 segments, ranging from Shadow Agents, Abdicators, to Rule Breakers to 

Champions. This is an important insight into the user’s risk understanding and 

affective security (emotional response to security policies and recommendations) - 

both critical, below the waterline, human risk factors. 
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7. Example Scenarios

It is impossible for us to step through every single 

combination of human risk factors under the eight 

dimensions in order to exhaustively explain how they are 

being used in adaptive training programs. With a rough 

average of 10 settings for each of the eight dimensions, 

that makes for 1049 permutations of scenarios. We can 

demonstrate the application of this model with just three 

such scenarios to demonstrate the logic and power of 

adaptive training. To go deeper would likely require a 

conversation with an adaptive security awareness expert.

“
“

Every instance of a 

 is an opportunity to adapt 

a micro training pointed 

specifically at the root cause of 

that behavior.

non-secure 

behavior

16OutThink Adaptive Security Awareness Training Playbook



DL;P7JGN[-[�[DNB;NP;[0$?4[L�GL5;T[NP[7[�/G?/GP([?GB$�74GNQ

Z

="1 ��2Y �Y1�<2FR��Y���Y"R"� F8�Y �"F<F<CY��2��<2��

X

,���<RF<CY�<Y %�Y"<2���2Y �Y %�2�Y���2 F�<2�Y %�Y �"F<F<CY��2��<2�Y1"<Y.6I�W�MIW

SE��:I:O3WK6>:>
Y� Y1��
RY��Y %�Y���2�<YR��2<� Y#<��Y%��Y �Y"<"
�H�Y"Y�%F2%F<CY
F<#Y

�+!��9YA�1��F �Y���2�<<�
YR�<� Y��"
FH�Y %" Y	�2 Y����
�YR�<� Y#<��Y %�YRF�����<1�Y

�� ���<Y"Y2��R�	"F<�Y"YR�	"F<Y"<RY %�Y<"	�Y��Y"Y�"C�YF<Y %�Y��� YRF��1 ���Y��Y %�Y

+!�9YA�	�Y�2��2Y	FC% Y��Y ��Y�	�"��"22�RY �Y"2#Y��Y��Y2�1��F �Y2 "��Y"��� Y2�1%Y

 %F<C29V

�<� %��Y���2�<Y	FC% Y��Y#<��
�RC�"�
�Y"��� Y+!�2�Y�� Y':3>W�&&W:@6E�>W6WS6��Y"<RY

R��2<� Y%"8�Y F	�Y �Y21�� F<FH�Y"<� %F<CY������Y1
F1#F<C�Y��2�
 F<CYF<Y"Y
��YF< �< F�<Y �Y

1�	�
�Y�F %Y %�Y* "#�Y��Y)Y* %F<#Y������Y���Y1
F1#�Y"R8F1�9Y�%�Y1�< �< Y���Y %�2�Y ��Y

F<RF8FR�"
2Y�F

Y��Y1�	�
� �
�YRF�����< 9V

��Y %��Y"��Y"Y����" Y1
F1#��Y"<RY%"8�Y
��Y1�		F 	�< Y��YF< �< F�<Y �Y1�	�
��Y %��Y

	FC% Y<��RY �Y��Y2%��<Y2�	� %F<CY"��� Y %�Y1�<2����<1�2Y��YR��<
�"RF<CY

	"
�"���Y%��Y %" Y	FC% Y"���1 Y %�Y �"	Y"���<RY %�	Y"<RY %�Y1�	�"<�Y�8��"

9Y

��22F�
�Y�8�<Y %�F�Y��<Y�C�Y��Y
F8�
F%��R9U

�{ ���Y %��Y"Y����" Y1
F1#��r

z{ ,�Y %��Y%"8�Y
��YF< �< F�<Y �Y1�	�
�Y�1�		F 	�< �Y��Y
��Y1�<�FR�<1�q�

b{ a%" YF2Y %�Y��� Y1"�2�Y��Y�%�Y %��Y1
F1#�Rr

^{ a%" Y2�1F"
Y�<CF<���F<CY "1 F1Y"��Y %��Y2�21�� F�
�Y ��F9�9�Y��C�<1��Y"� %��F ��r

\{ a%" YF2Y %�F�Y�8��"

Y
�8�
Y��Y#<��
�RC�YF<Y��
" F�<Y �Y�%F2%F<Cq�

���� �%F<#Y�R"� F8�YA�1��F �Y��"��<�22Y��"F<F<CY�
"����#



+�0 .��0 -!�
0 �,!0 
���,.�)�$0 !�#.0 -#�#"
$�.�)0 ,..,"���#.!0 .�,.0 "&#.,�#0 � ����/

���� (	�� ��/ ������� ��0,#)0.��$0�,��0�&'0�#.�#.�&#0.&0"&���$�0.��0,),�.���0.
,�#�#�0

�&
0.��!0��,
#�
0����.0�&"-!0&#0.��0
���
"-!!�&#!00&�0,0),.,0*
�,"�0&
0
�"�#.0��,����!0

&�0�&'0*,)0,".&
!0����&�.�)0!-"�0*��,��&
!
0+�0.��0��,
#�
0��!0����0�#.�#.�&#0.&0"&���$0

*-.0 
��&%.�)0 �
&"�!!0 �
�".�&#0 �#0 .��0 �,!.�0 .���
0 ��,
#�#�0 ����
��#"�0 �,$0 �#"�-)�0

�-�),#"�0 &#0 �&'0 .&0 -!�0 .��0 &
�,#��,.�&#�!0 ,��
&��)0 !�"-
�0 ����0 !�,
�#�0 ��,.�&
�0 ���0

&#�0���!.!�0&
0�.0����.0*�0,0��#�0.&0.��0�#.
,#�.0�,��0.&0
��-�!.0,0�&��"$0��"��.�&#


MRIXQONSZPZ=ZMSKISXIZGONDDIOIVZQXZIKQNCZVQGQZCSAAZJOIBIXGNSXZ>:;F9Z
BNSCQGNSW

@8L765EY76YL6?EUT45Y365Y8T827UH4Y758U?U?<Y54E26?E41

�y ~
�0.��$0,0
���,.0&���#)�
r

xy h&0.��$0�,��0,""�!!0.&0�����$0"&#��)�#.�,�0�#�&
�,.�&#r

ay h&0.��$0�,��0�&'0�#.�#.�&#0.&0"&���$0&
0�&'0"&#��)�#"�q�

`y d�,.0�!0.���
0&��
,��0�����0&�0�#&'��)��0�#0
��,.�&#0.&0���!��#�q�

_y h�)0.��$0
��&%.0�&��"$0�
�".�&#0��&'0!�"-
�.$v*-!�#�!!0,���#��#.�q�

^y h&0.��$0�,��0,""�!!0.&0,#0,��
&��)0!�"-
�0����0!�,
�#�0��,.�&
�q

���-.���#�0~),�.���0��"-
�.$0~',
�#�!!0�
,�#�#�0��,$*&&�



56.8+/�7< 4< �< 572.78.< */.0	.8'
�< 
.+ .$< '!.�/< 
+�'7�< 	8
76).�< �!�
.<
	8+''.8�.�

#�%���&;��;%�"&����;���;������,�;����"�"3;��&��"&��

��; �
��;����; �";�;
�3
��; &�%���;����%��;��; ����;
����; �
�&;��3
�;��;�; �����; ��&�-;�
�;

������
���;��;�;���;�%���;�%%�&&�"3; �
���; �������; �����%����"&;�"�;����; �&; ,���; ���-; ��;

�
��;���;�";�;&
����;&��%�;��;���,����"3�;
���,���;�
�&;�&;%������;�;����;��������;�&&��-;��;

�
��;
�,�; ���; �"��"���";��;%�����;�"�; ���;��&�;�"���&��"��"3�; ��;���;����;&�"&�;��;

����"; �
��; �����; ����; ����%
�&; �
��; �",��,��; �"����"���; ��,�%�&; �"�; �
���;

%�"&����"%�&-;��;�
��;
�,�;�;
�3
;��&�;�"���&��"��"3;�"�;�;
�3
;�"��"���";��;%������;��;

���; (�&�;��;�;������;��;���3�����"�&&-; �";�
�&;%�&�;�; ��%��;1�%�����;�
�����";%�";��;

�%��,����;��;"��3�;�
�;���&�";��;��%�;�
���;������-:

��;���;��&�;����&�;�
�&;�&��;%�";���
��;��;�"&���%���;��;&��;�
�;�������;�";�
���;&%���";��;

�"�;��"����;��;���
��&;��;%�";���%�;�
��;&����"3;�";�
���;��%
�"�-9

^W G_YTIRNYIZMRY[_\YELTRLTE_LYT_YK_JQ[NY_VY[_\YK_LHEFRLKRP

UW DIZTYECYTIREVYVECBY@LFRVCTZLFELAP

?W DIZTYECYTIREVYBL_\[RFARY[RMR[YZ]_@TYTIECYCQRKEHEKYCRK@VETNY]RIZME_VP

>W G_YTIRNY\_VBYELYZYCIZVRFYCQZKRY_VYELYZYQINCEKZ[[NYCRK@VRYRLMEV_LJRLTP

=W G_Y TIRNY TVZMR[Y HVRS@RLT[NYZLFYZVRY [EBR[NY T_Y [RZMRY TIREVY [ZQT_QY@L[_KBRFYZLFY

@LZTTRLFRFYELYQ@][EKYQ[ZKRCO9

a`i@TtIELBYrFZQTEMRYoRK@VETNYr\ZVRLRCCYtVZELELAYd[ZN]__B



&-'����"�*
'�.��$*�-'��.��$��%��������!�*��
'�$�!'
	��*%�*'��!�$	*�*
'��
	������*�*
'�


'��*����!'
	��*%��$'��*���!�����
�'�*'������'�
%�'���'!���'�*��������
',��*�!���*�#	!*���

��'**'�� �$$���

�"� �	*� �� �'
'!!��%� '-��	*���� ��� *
'� ��
'� ��� *���%�!� ��
�'�!����%�

!�$
�!*�
�*'��*
�'�*��
*��!+

 '� �'!
���'�� ��� ��-��
'�� ���$*�-'� *�������� �'*
������%� *
�*� 
��� �'� 	!'�� ���

$��
*�
'� *�� �'��-'�� $'�!������'�"� '�������"� ���� *��'�%� *�������� '�$'��'�
'!� *
�*�

�'!���*'� ��*
� '�

� 	!'�,� �%� 
��!��'����� ��
*��!� !	

� �!� ���'"� �

'!!"� �����'��'"�

�**�*	�'!"�����'�
���*'���'
�-���!"�*
�!��$$���

�$��-��'!���*�����'�� �'������� #�	��'%�

����'-'�%� �'���'�,� �*������'!�*
'���$��'*�''��$���
%�����$��
*�
'"����� �!�!������
��*�%�

���'� ���'�%� *�� !	

''�� ��� ')	�$$���� '�$��%''!� ��*
� *
'� ����*��� !����!� ���'���

��������*���!� �')	��',�� ������� �� *�����'�� �$$���

� *�� !'
	��*%� ����'�'!!� �!� �'%� *��

��*���*����
	������!����*
'���!�!��!!�
��*'����*
�*'

�	!��'����*
'�����$��
'��������

$'�!�����!'**���!��!��'����+

�
'������*���'
�-����

���'�����'��'
*�-'�
	������!�������'�'�*��'���!���*
�
��
�

�'-'�!����'����'�'�*,������'�'�*��''����*��'��������
�"����'�������
�*��������	��%�

-��'�!,� �
'� �'!*� ��%� *�� �

�'-'� '����'�'�*� �!� �%� �'��-'����� *�������� *
�*� �!�

��������*���� !$'
���
"� *���'*'�� ���� �'�'-��*� *�� '�

� �'���'�"� !
��*"� ���� ��*'��
*�-',�

�
�!� �$$���

� ��-'!� !'
	��*%� ����'�'!!� ����� �'���� �� ��!!'�� �$$��*	��*%� *
�*�

����%!�	!'�!�������!*'!�*
�	!���!����
�	�!����'����*� ���$	�!	�*�����'�'�

'
�(*
'(

����
��$����
',��*�*	��!�*
'�
	����'�'�'�*��������!'
	��*%��'���'!!���*����!*�'��*
+

�%���-��
����*��!*�*'����*
'���*�.��$*�-'��.�"�!'
	��*%��'��'�!�
�-'����'����''���'�*��

*�	'��'���'��	��'�!*������"���!���$$�'
��*���"������'�	��'��**'�$*!�*��'����'�!'
	�'�

�'
�-���!�����$���
*�-'�%��'�'���*
'�����������*���,

03//142

65&	*�
����.��$*�-'��'
	��*%�.���'�'!!����������9��%����



�
��	��
�����������%�#" #��"�$%�!�����
�� ��
����#�#�$����$��"��������

.8C@>=1@>4@2?@90+306,7@B/A5:A-*<)(A'&';

T ! UP � R K � � M � P K 
 G � � � � U E � U L K M P � K M P P ! D O S Q
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